November 16, 2011

Mike and Joyce Hazard 

2908 Broken Willow Circle

Las Vegas, NV 89117

Public Utilities Commission of Nevada

9075 West Diablo Dr. Suite 250

Las Vegas, Nevada 89148

Subj: Docket # 11-10007 Smart Meter Investigation

         Complaint regarding Privacy Concerns

Attn: Rebecca Wagner

Dear Ms. Wagner:

Thank you for considering an investigation into the installation of smart meters throughout Nevada by NV Energy (NVE). This letter is to serve notice in writing that I wish to submit written comments concerning Docket No. 11-10007 otherwise known as the Advanced Service Delivery Meter Program a/k/a Smart Meter (“Smart Meter”) and its implementation investigation.  Please find enclosed our comments regarding privacy and health/safety concerns that I do not believe have been adequately resolved or addressed by NVE.   

Sincerely,

Joyce Hazard

Mike Hazard 

702-260-4174

I.) Privacy Concerns

I have very strong privacy concerns about NVE mounting a smart meter on my house and I remain opposed to that installation. There is no federal mandate1 and it is not a requirement of any state law in Nevada.  The Energy Policy Act of 2005 only suggests the use of smart meters; it does not require their installation.2 There were several other options NVE could have used through a web-based system or through the use of a different type of meter sending signals through existing power lines.3 Through HAN, NAN and WAN electronic networks4 the American people will be controlled like laboratory mice in a scientific experiment of the largest magnitude. All the while the smart meters are potentially harmful and pose an elevated privacy risk to the citizens of this valley. These electronic networks try to legitimize the intrusive invasion of privacy through the installation of a sending and receiving antenna on our residences without the express consent of the owner or occupant.

This direct quote from NVE’s project plan, clearly reveals their full intent to store, send and receive digital information concerning customer electricity use, time of use, and nature of use by remote control access. This substantiates their intent to intrude on our privacy using Advanced Service Delivery (ASD).   

(A) The ability to develop, store, send and receive digital information concerning electricity use, costs, prices, time of use, nature of use, storage, or other information relevant to device, grid, or utility operations, to or from or by means of the electric utility system, through one or a combination of devices and technologies.5
Never have these conditions been applied under the installation of the analog meters nor were they required or necessary. The question about what will be done with this information was answered at the 2011 Nevada legislature, when AB 150 passed unopposed (42 Yeas in the Assembly and 21 Yeas in the Senate with no recorded opposition) on May 18, 2011.6   When that bill passed, two words “or implemented” were added to NRS 704.7802 section 1 paragraph (a) subheading (1).  Those two words meant “software for behavior change,” or words to that effect. The information collected and stored mentioned in quote (A) above will be used to alter a NVE customer’s electrical usage behavior and decisions in conjunction with a software program called “OPOWER.” This software was developed by a company called ComEd, under the parent company, Excelon.  According to their Director of Market Development, Jeff Lyng, OPOWER is an energy efficiency and smart grid software company that uses their product to “leverage the power of social comparison to drive energy and utility savings.” 7   Customers will receive a notice in their monthly electric bill like the graphic displayed below:

[image: image1.png]ACMC597E. pdf (application/pdf Object) - Mozilla Firefox

Fle Edt Vew Hstoy Bookmarks Toos telp

@Nms Nevada BlcromcLegalte n. | K ACYICSS7E o (eppcationio Objet)

[ 01 e state. . sessionf 7601 1 Extibitsfssembly  CHCIACHCSS7E -

oo RIS

st sied [ Custorize ks B Freo s £

== R

windows Marketplace 417 windows Media £ Windows

RS R

>

Last 12 Months Neighbor Comparison | vou used 87% MORE electricity than your efficient neighbors.
“This costs you about $655 EXTRA per year.

<2000(2010 >

Turn over for savings —| Assembly committee: Commerce and Labor
Exhibitt . Page1of2  Date:0323/11
Submitted by: Jeff Lyng

x  Find: & ext & Previous &7 Highight sl [] Matchcass @) Phrase not found





The most glaring irregularity in this type of social comparison is that no consideration was taken for the specific needs of each consumer’s household such as pool requirements, age of house, existing insulation conditions, number of occupants, size of household or even the health needs of the occupants that might be driving the energy costs from one property to the next.  This is unacceptable, when privacy has been violated and information gathered without permission and then shared with others in your neighborhood.  The use of such tactics in order to shame customers into altering behavior is unconscionable. 

What I have discussed to this point is simply an introduction into the “CONTROL” aspect of the Smart Meter program.  The next quote will divulge just how fully NVE plans to invade the privacy of our homes.  In their project plan they again outline how absolute this control will be:

“ASD utilizes HAN devices such as in-home displays, programmable controllable thermostats, and load

control switches that are remotely controllable via the AMI Technology communications and industry

standard communications protocols such as the Zigbee Smart Energy Profile. Use of such protocols

allows any other devices capable of such communications to be remotely controlled by NV Energy. HAN

devices are also programmable and controllable by the customer. Devices are capable of override by the

customer which can be detected by NV Energy.” 8
Are the American public and the citizens of this state so lacking in common sense or intellect that we are incapable of managing our daily routines and decisions in our everyday lives as simple as remotely adjusting the thermostat to our A/C unit?  

Once we have surrendered control to the “master” of our energy universe we have then subjected ourselves to their “all controlling” Behavior modification program.  The fact that we are not mind numbed robots without the capability for independent thought and intelligent decision-making doesn’t seem to be part of the equation for energy conservation.  Again their Project Plan spells it out clearly how little NVE give us credit for our ability to conserve electricity independently:

“(G) The ability to use digital information to operate functionalities on the electric utility grid that were

previously electro-mechanical or manual .All electro-mechanical electric meters will be replaced by AMI-enabled solid-state electric meters. The AMI, MDMS, and EMS applications all enable data collection, error correction, reporting, and analysis functions previously performed wholly or in part through manual work by individual employees. Most important, ASD brings customers into the Smart Grid; provides customers with suitable rates, education, and technology (all incorporating digital information); and thereby enables customers to replace their

casual behavior with more reliable habits.” 9
“Casual behavior,” “more reliable habits?”  What is that supposed to mean?  NVE already knows our patterns of electrical usage based on previous years is reflected on a small chart included in each customer’s monthly bill.  Consumption rises in the summer and recedes during the winter if a home is not all electric.  So unless you can control the outside temperature, you will have some fluctuations from year to year.

Now that we know they want to control us with electronic surveillance and that once under their control they will modify our behavior through electronic manipulation and data exploitation the final usurpation of freedom of choice would be none other than to make it a requirement to receive their electrical service.  The Dynamic Pricing Trial that begins in January of 2012 will meet that criterion.

5.3.2 Trial Design

The ARRA SGIG requirements specify that a dynamic pricing trial shall: (1) require all customers in the

geographic test area to face dynamic pricing, (2) apply dynamic pricing on a mandatory basis, and (3)

apply randomized design. The NV Energy ASD dynamic pricing trial meets these three requirements.10
Now the project will be complete. Our privacy will have been lost. What is the value of this ASD application when so many customers have valid concerns surrounding the smart meters not only here in Nevada, but Texas, California and Maine as well as multiple other states across the union?   Thirty-six counties and 10 cities and towns in California11 have passed moratoriums on further installations until adequate testing can be completed with satisfactory results to dispel these concerns. Why is this a better system than the analog meter when there are numerous indications of health, privacy and safety risks?  On November 1, 2011 Joshua hart with Stopsmartmeters.org announced that PG&E was actually replacing smart meters with analogs for those who requested them due to health concerns.12   With all this in mind, I think this is an unprecedented invasion of privacy and formally request that the PUCN consider an opt-out for those who share these concerns.   

II.) Health & safety Concerns

I feel strongly that smart meters are a health risk due to the two-way radio frequency (RF) emissions they produce when sending a signal with electrical consumption data to the tower gateway stations.  

After a Smart Meter was installed on our home in February 2011, we experienced frequent low-level headaches, sleeplessness, tingling in the face and ringing in the ears. After discovering that our neighbor’s smart meter was located less than 10’ from our headboard we rearranged our furniture so that our headboard was then 23’ from our neighbor’s smart meter. It was only after we worked with our neighbor to successfully remove his smart meter that the headaches and other symptoms started to dissipate. 

While the smart meter on our house was installed a 40-watt light bulb exploded in a pole lamp standing next to our computer desk. A smaller sized nightlight also blew out when plugged in to a wall outlet and tripped the breaker for that circuit.  Others I have talked to who have a smart meter noted similar situations including those involving CFL or mercury filled bulbs.  Others have had their computer motherboards fried even on a surge protector.  We are also aware of service a panel overheating requiring replacement once the smart meter has been installed.  These are all examples of safety concerns occurring here in Las Vegas.

A licensed electrician explained to me that the Smart Meters cause surges in electricity.

He also explained that when NV Energy decreases the amount of power to your house in the summer to cut back on electricity, that this is harmful to your air compressor, similar to a heart attack because it is not getting enough current.  

I question the safety of these meters due to the testing method. My concern stems from the NVE report titled, “Radio Frequency Exposure Levels from Smart Meters, A Case Study of One Model”13, on the NV Energy website under the FAQ section.  

In this report, only one model was studied. In the introduction of the report it states on page : “As there is a great diversity in the kinds of smart metering systems currently in use nationally and inter-nationally, with many brands, architectures, frequencies, power levels, and communication activity levels represented, this study, naturally, may not fully describe all possible exposure values for all systems.”14  

On page 4 of the report it states that the Smart Meter study was conducted “at the manufacture’s site,” and “involved RF emissions from only one type of end-point meter and configured (emphasis mine) to transmit at its rated power level of nominally a quarter watt (W) or 250 milliwatts (mW) in the unlicensed frequency band of 902 to 928 MHz. It goes on to say “The manufacturer’s test site, also known as a “meter farm” contained over 7000 meters across a 20 acre area, and each structure consisted of a rack of 10 meters.  The measurements were conducted over a four-day period.14

My research makes it difficult to believe that such limited testing could prove these meters safe for operation in close proximity to humans.   Catherine Kleiber, Chairperson, Committee on Electrical Pollution of the EMR Policy Institute, stated in her Comment on the California Council on Science and Technology report, “Health Impacts of Radio Frequency from Smart Meters” that, wireless technology was NOT safety tested prior to release.  Safety has only been “proven” by continued industry insistence that the only way wireless technology can have any biological effect is through thermal or tissue heating effects.  This is totally untrue.”15
Where are the independent study results from a third party certified testing agency?  Where is your letter from UL (underwriters Laboratories) stating that the Sensus meters are UL certified?  Where is a Manufacturer Metering or meter data accuracy certification letter? Do you have an ANSI (American national Standards Institute) certification letter or a manufacturer comprehensive smart meter test report certification?  

Can NVE provide a complete functionality report of the Sensus Smart Meter?  If these meters are equipped with Smart Meter disconnect switches, can NVE provide the following:

· Full load test certification for the disconnect switch

· Are the smart meter disconnects rated for the maximum potential load of this dwelling unit

· Are the smart meter disconnects tested and certified to safely disconnect/reconnect under full load conditions

· Provide independent certification testing done by a third party for all the above and

· Provide independent third party review of all third party testing certification results conducted 

The power companies are trying to prove smart meters are safe by FCC standards only.  Many scientists, biologists and other scientific researchers have done in depth research over a long period of time on the RF effects to human cells, and DNA. Andrew Goldsworthy, states “The strong regular transmissions from wireless smart meters are particularly harmful and mor elikely to lead to DNA damage, cancer and autism.”16   Are there any results from long term testing (over 5 years) of the type of Smart Meter (Manufactured by ICON and distributed by Sensus) that is used by NV Energy?  What testing and certification criteria do the Sensus meters actually comply with?

Numerous other researchers have tried to raise the “red flag” on the harmful affects that wireless transmissions have on the human body. On Dr. Neil Cherry’s web site we find this in his introduction. “It is highly likely that Professor Cherry (Associate Professor of Environmental Health At Lincoln University, New Zealand, meteorologist and biophysicist for 20 years), was the first Environmental Health scientist in the world to research and publish strong evidence that:  Electromagnetic fields and radiation damage DNA and enhance cell death rates and therefore they are a Ubiquitous Universal Genotoxic Carcinogen that enhances the rates of Cancer, Cardiac, Reproductive and Neurological disease and mortality in human populations. Therefore there is no safe threshold level. The only safe exposure level is zero, a position confirmed by dose-response trends in epidemiological studies.” 17
He also stated in a different report, Evidence of Health Effects of Electromagnetic Radiation, To the Australian Senate Inquiry into Electromagnetic Radiation, dated September 8, 2000, that, “radio frequency fields are as dangerous as toxic chemicals and ionizing radiation.”18 

Another research analyst, Daniel Hirsch, CA expert on radiation, finds that “smart meters may emit up to 160 times the radiation exposure of cell phones.”19 

 Due to size limitations of this complaint, this is only a small sampling of the extensive research on the health concerns of the RF emissions from smart meters and wireless transmissions.  From these reports I feel there is adequate suspicion of negative health impacts that may result from EMF in general, and these meters in particular.   We would argue that these health concerns are sufficient justification for an opt out from smart meters here in Nevada and are not justification for introducing millions of new sources of EMF into our communities and onto our homes.

Endnotes:

1.) First and Foremost: Are Wireless Meters Mandatory? www.BurbankACTION.com  
(Burbank Against Cell Towers In Our Neighborhood) 
https://sites.google.com/site/nocelltowerinourneighborhood/home/wireless-smart-meter-concerns/first-and-foremost-are-wireless-meters-mandatory
“There is no federal security mandate for smart meters, according to George W. Arnold the national coordinator for smart-grid interoperability at the National Institute of Standards and Technology. This agency of the U.S.  Department of Commerce is said not to be involved in regulations but is only tasked with promoting standards among industries. 

While both the 2005 and 2007 energy bills were codified into public laws, NO part of them creates a federal law pertaining to individual consumers or dictating that the public must be forced to comply with provisions of SMART Grid.” 

2.)  109th CONGRESS 1st Session S. 10, SEC. 1252. SMART METERING.

       http://thomas.loc.gov/cgi-bin/query/C?c109:./temp/~c109JTs6vf 

 “(a) IN GENERAL- Section 111(d) of the Public Utilities Regulatory Policies Act of 1978 (16 U.S.C. 2621(d)) is amended by adding at the end the following:

`(14) TIME-BASED METERING AND COMMUNICATIONS-

`(A) Not later than 18 months after the date of enactment of this paragraph, each electric utility shall offer each of its customer classes, and provide individual customers upon customer request, a time-based rate schedule under which the rate charged by the electric utility varies during different time periods and reflects the variance, if any, in the utility's costs of generating and purchasing electricity at the wholesale level. The time-based rate schedule shall enable the electric consumer to manage energy use and cost through advanced metering and communications technology.”

3.)  Department Of Energy Communications Requirements Of Smart Grid Technologies 

       October 5, 2010, section i. Technologies for on-premises networking pg. 15-16
http://energy.gov/sites/prod/files/gcprod/documents/Smart_Grid_Communications_Requirements_Report_10-05-2010.pdf 

“As the National Cable & Telecommunications Association notes, these applications, whether they use an existing meter or a smart meter, allow consumer-facing functions without the need for any communications technologies beyond those already installed in an Internet-connected home.”
4.) Smart Grid: The implementation of Technocracy, by Patrick Wood, March 03, 2010

     http://www.augustforecast.com/2010/03/03/smart-grid-the-implementation-of-technocracy-2/
Patrick Wood founded the August Corporation on October 11, 1975.  As a registered investment adviser with the Securities and Exchange Commission, the company initially offered portfolio management services to investors in the United States. 

“The devel​op​ment and imple​men​ta​tion of Smart Grid tech​nology in the U.S. reinventing the elec​trical grid with Wifi-enabled dig​ital power meters is pro​ceeding at break​neck speed. Although Smart Grid is the result of years of gov​ern​ment plan​ning, the recent kickoff was made pos​sible through mas​sive “green” grants that were qui​etly included in Pres​i​dent Obama’s eco​nomic stim​ulus package starting in 2009.

These lucra​tive grants have drawn in a host of cor​po​rate players, from utility com​pa​nies to dig​ital meter man​u​fac​turers to con​trol soft​ware ven​dors. Global com​pa​nies like IBM, GE and Siemens are putting their full effort behind the “build-out” that will con​sol​i​date all of America into a single, inte​grated, communication-enabled elec​tric delivery and mon​i​toring system, col​lec​tively called Smart Grid.

Pro​po​nents of Smart Grid claim that it will empower the con​sumer to better manage his or her power con​sump​tion and hence, costs. The utility com​pa​nies will there​fore be more effi​cient in bal​ancing power loads and require​ments across diverse markets.

How​ever, like car​nival barkers, these Smart Grid hucksters never reveal where or how Smart​Grid came into being, nor what the ulti​mate endgame aims to achieve; per​haps most of them have no idea either, but simply repeat the mantra as if they know what they are talking about.

Tech​noc​racy is a total​i​tarian system of gov​ern​ment where sci​en​tists, engi​neers and tech​ni​cians mon​itor and con​trol all facets of per​sonal and civic life eco​nomic, social and polit​ical. Herein lies the real danger: Who are these unelected con​trollers and why should anyone believe that they would be benev​o​lent dic​ta​tors instead of tyrants? Amer​i​cans are a freedom-loving people who would cer​tainly reject Technocracy’s stealth takeover, if only they were aware of it. Indeed, Amer​i​cans did point​edly reject Tech​noc​racy in the 1930′s!”

5.) Project Plan DE-FOA-0000058 – Integrated/Crosscutting Systems, Section 5.1 The ASD Under Smart Grid Criteria, Docket 10-02009 Vol. 16 DSM 24-30 p.206

      http://nvenergy.com/company/rates/filings/images/vol16dsm24-32.pdf 

6.) ASSEMBLY BILL NO. 150, AN ACT relating to energy; revising the definition of “energy efficiency measure” for the purposes of the portfolio standard for providers of electric service; and providing other matters properly relating thereto. http://www.leg.state.nv.us/Session/76th2011/Bills/AB/AB150_EN.pdf 
(a) If:

     (1) The measure is installed or implemented on or after January 1, 2005, at the service 

           location of or for a retail customer of a provider of electric service in this State;
7.) Testimony of Jeff Lyng, OPOWER, in support of AB 150  May 4th, 2011  Nevada Assembly

               http://www.leg.state.nv.us/Session/76th2011/Exhibits/Assembly/CMC/ACMC597D.pdf  

“ Behavior change programs leverage the power of social comparison to drive energy and utility savings.  This approach has been proven to deliver persistent, verifiable energy savings across the country without the need to install new hardware in a home.

AB 150 broadens the definition of energy efficiency and, in doing so, gives Nevada utilities the option to implement low-cost behavior change programs in to their energy efficiency portfolios.”

8.) Project Plan DE-FOA-0000058 – Integrated/Crosscutting Systems, Section 5.1 The ASD Under Smart Grid Criteria, Docket 10-02009 Vol. 16 DSM 24-30 p.207

      http://nvenergy.com/company/rates/filings/images/vol16dsm24-32.pdf 
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10.) Project Plan DE-FOA-0000058 – Integrated/Crosscutting Systems, Section 5. The ASD Dynamic Pricing Trial, Docket 10-02009 Vol. 16 DSM 24-30 p.214
      http://nvenergy.com/company/rates/filings/images/vol16dsm24-32.pdf 

11.) CA Local Governments On Board  http://stopsmartmeters.org/how-you-can-stop-smart-meters/sample-letter-to-local-government/ca-local-governments-on-board/ 

“Those local governments (36 counties and 10 cities and towns)  have passed ordinances that have made ‘smart’ meter installations illegal within their jurisdictions.”
12.) PG&E Begins Removing ‘Smart’ Meters Due to Health Effects   The Ojai Post by Suza Francina on November 1, 2011

“PG&E BEGINS REMOVING 'SMART' METERS DUE TO HEALTH EFFECTS ... Widening Call for Immediate Return of Analogs; Disconnection of "Mesh" Wireless Network. SANTA CRUZ, CA – Just as PG&E enters the final phase of its deployment of wireless "smart" meters in California, the largest of the state's Investor Owned Utilities (IOU's) has reversed course, quietly beginning to replace the 'smart' meters of those reporting health impacts with the old trusty analog version. Consumer rights and health groups immediately seized on the news, demanding that millions of Californians unhappy with their new wireless meters get their analogs returned immediately at no cost. 'Smart' meters are new wireless utility meters being installed as part of the "smart" grid initiative, spearheaded by technology firms and backed by the Obama administration and the Department of Energy. Promises ranging from lower utility bills to enhanced renewable generation capacity have failed to materialize, with widespread reports of higher bills, privacy violations, fires and explosions, and commonly reported health impacts such as headaches, nausea, tinnitus, and heart problems associated with powerful wireless transmissions.” ~ Press release from StopSmartMeters.org
13.) “Radio Frequency Exposure Levels from Smart Meters, A Case Study of One Model”

         A reference from NVE FAQ on smart meters  

         http://www.nvenergy.com/NVEnergize/documents/EPRI_1022270_caseStudy.pdf 

14.) ibid

15.) “Health Impacts of Radio Frequency from Smart Meters” by Catherine Kleiber Chairperson, Committee on Electrical Pollution of the EMR Policy Institute, N9387 Riverview Dr. Waterloo, WI 53594, (920) 478-9696 http://www.ccst.us/projects/smart2/documents/letter2.pdf 

16.)  “HOW SMART METERS MAY CAUSE AUTISM AND CANCER” by Andrew Goldworthy, dated July 2011   www.wirelesswatchblog.org/wp-content/uploads/2011/ 06/HOW-SMART-METERS-MAY-CAUSE-AUTISM-AND-CANCER-a1.doc     

17.) Cherry Environmental health Consulting Introduction to Dr. Neil Cherry. Dr Cherry (1946 -2003) held the position of Associate Professor of Environmental Health at Lincoln University, New Zealand. (Assoc Prof (NZ) = Full Prof (US)). Professor Cherry had listened to these concerns of the community and spent many years and a great deal of his own salary income to travel around the world visiting universities and laboratories to collect the published papers and discuss as much as possible with the original researchers to make sure his evidence and conclusions are closely correct.                      http://www.neilcherry.com/ 

18.) Evidence of Health Effects of Electromagnetic Radiation, To the Australian Senate Inquiry into Electromagnetic Radiation Dr Neil Cherry 8th September 2000 Neil.Cherry@ecan.govt.nz © Dr Neil 

               Cherry 2002-2005 Human Sciences Division P.O. Box 84 Lincoln University, Canterbury, New 

Zealand.  http://www.neilcherry.com/documents/90_m1_EMR_Australian_Senate_Evidence_8-9-2000.pdf 
19.) Comments on the Draft Report by the California Council on Science and Technology

              “Health Impacts of Radio Frequency from Smart Meters” by Daniel Hirsch 31 January 2011   

   Daniel O. Hirsch of Bridge the Gap - is a Lecturer in Nuclear Policy at the University of  

   California, Santa Cruz. He is the former Director of the Stevenson Program on Nuclear 

   Policy at UCSC. Hirsch is also President of a forty-year-old nonprofit organization working to 

   reduce risks of nuclear accident, nuclear proliferation, nuclear terrorism, and problems of 

   radioactive waste disposal. 

        http://www.committeetobridgethegap.org/pdf/110212_RFrad_comments.pdf 
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